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Digital Personal Data Protection Act

Background:

The Digital Personal Data Protection (DPDP) Act, 2023 was introduced in response to growing concerns around
digital privacy and the misuse of personal data in India’s rapidly evolving digital ecosystem. The push began after
the Supreme Court’s 2017 judgment declaring privacy a fundamental right, prompting the government to draft
a comprehensive law to regulate personal data usage. Initially proposed through the Personal Data Protection
Bill, 2019, which was later withdrawn, the refined DPDP Bill was introduced and passed in August 2023. It aims
to protect individuals’ personal data by defining clear rules for its collection, storage, and processing, while
balancing the need for innovation and digital governance. The Act applies to Indian and foreign entities dealing
with the data of individuals in India and introduces key rights for citizens, obligations for organizations, and
establishes the Data Protection Board of India for enforcement and redressal. This legislation places India among
global leaders with strong data protection frameworks. In 2025, the Indian government introduced Draft Rules
under the DPDP Act, 2023, which provide detailed procedures, compliance mechanisms, and technical

standards to implement the law effectively.
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1.

Any individual, company, firm, or organization that processes digital personal data within

India.

Entities operating in India 3. Entities outside India

their digital personal data.

Any foreign entity that: Offers goods or services to people in India and Processes

2. Government and Public Bodies

The Act applies to State and its instrumentalities when processing personal data, except in certain exempt cases
(e.g., national security or law enforcement with safeguards).

Note : The Act does NOT apply to:

1.

Personal or household data use
» Example: You storing birthdays of family/friends on your phone.

Publicly available personal data
» Example: Someone shares their phone number or email on a public blog.




Key Measures:
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1. Rights of Individuals

The DPDP Act grants individuals (called Data Principals) strong rights over their
personal data. These include the right to access their data, request corrections or
deletion, file complaints, and nominate someone to manage their data in case of
death or incapacity. These rights ensure users stay in control of how their data is

~

2. Duties of Organizations

Organizations (Data Fiduciaries) must collect clear and valid consent, issue
transparent privacy notices, retain only necessary data, and implement strong
security safeguards. They must notify users and the Data Protection Board within 72
hours of a data breach. Special rules apply when handling children's or disabled

used. (
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3. Government Oversight

The government may process personal data for public services like subsidies but
must follow legal safeguards. The Act also establishes the Data Protection Board of
India, which handles complaints, enforces rules, conducts investigations, and can

impose heavy penalties on violators.

4. Compliance and Cross-Border Rules

Data can be transferred outside India only with government approval. Consent
Managers must be registered, and certain large-scale processors (Significant Data
Fiduciaries) must appoint Data Protection Officers and conduct audits. The law

applies to both Indian and foreign entities offering services to people in India. /

How Organizations Can Prepare:

Step 1: Identify Your Role

Begin by determining whether your organization is a Data
Fiduciary, Data Processor, or a Significant Data Fiduciary.
Understand if you handle sensitive data, or data related to
children or persons with disabilities, which comes with extra
responsibilities.

Step 2: Map and Classify Data
Conduct a thorough audit of all personal data you collect, store

and identify the purpose of its use to ensure it aligns with the
DPDP Act's requirements.

| or process. Categorize it by type (e.g., identity, contact, financial)

’
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Step 4: Implement Security Measures

Set up strong data security safeguards, including encryption,
access control, logging, and breach response systems. Make sure
all your third-party processors comply with these standards too.

Step 3: Collect Valid Consent and Give Notices

Ensure that you seek clear, informed, and affirmative consent
before processing any personal data. Provide privacy notices in

collect and why.

simple language and regional languages, outlining what data you

v

Step 5: Handle Special Data with Care

Obtain verifiable parental consent for processing children’s data
and ensure that no profiling, tracking, or targeted ads are
directed at them. Follow special rules for disabled users under
legal guardianship

Step 6: Enable User Rights and Grievances

Create user-friendly processes to allow individuals to access,
| correct, delete their data, or raise complaints. Publish contact
details and grievance timelines clearly on your platform.

Step 8: Cross-Border Data Compliance

Ensure data transfers outside India are only made to countries
approved by the Indian government. If localization rules apply,
store and process sensitive data within Indian borders.

v

Step 7: Assign Compliance Roles

If you're a Significant Data Fiduciary, appoint a Data Protection
Officer (DPO) and conduct annual Data Protection Impact
Assessments (DPIA) and audits to monitor risk.

v

Step 10: Stay Informed and Updated

Keep track of future notifications, amendments, and new rules
issued under the DPDP Act. Regularly train staff, update policies,

Step 9: Register if Required

If you are a Consent Manager, you must register with the Data

and conduct internal audits to stay compliant.

for managing user consents.

Protection Board of India and follow their operational standards




Our Offerings

We offer a range of services to assist Regulated Entities in achieving and maintaining

compliance with cybersecurity frameworks and regulations. Their key offerings include:

* Current state analysis of data handling practice
* Gap Assessment vs DPDP requirement
o Risk Classification by data type and use

* Complete inventory of personal and sensitive data
* Data Flow Diagram (collection-> storage-> processing -> deletion)
o Identification of cross-border data transfers

* Template for consent notices and withdrawal forms
* Custom Workflow for consent capture and audit
* Setup of or intergration with Consent Manager platform

* Multilingual , user - friendly privacy notice template
* Public - facing privacy policy documents
* Employee/Internal data Processing Policy

* Designation of Data Protection Officer (if required)
* Roles Matrix (data owners, processors, reviewers)
* Escalation matrix for breaches and grievance redressal

* SOP's for Data Access requests , correction & deletion , grievance handling , nominatio
process

* Template for acknowledgment and closure process

* Customized data protection plan and incident response policy
* Breach notification templates (for Board and users)
* Recommendations on encryption, access controls, backups, and logs

* Roles based Trainings
* Quizzes and Assessments
* FAQs

* Data Protection Impact Assessments (DPIA)
* Internal Audit Report
* Third Party Audit for Data Protection

* Responding to notices / inquires from regulators
 Detailed Timelines and Milestone
* Compliance Tracker
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Conclusion:

The DPDP Act marks a transformative step in India’s digital governance journey, establishing a robust legal framework to protect the
privacy and rights of individuals in the digital era. By mandating transparency, accountability, and consent-driven data processing,
the Act ensures that personal data is handled responsibly by both public and private entities—within India and globally. It empowers
individuals, enforces compliance through the Data Protection Board, and aligns India with global data protection standards. As digital
ecosystems grow, embracing DPDP compliance is not just a legal necessity but a strategic move toward building trust, ethical data
culture, and sustainable digital growth.



